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SECURITY AUDIT - FINDINGS

Findings by Status and Severity

Stat Severi
L Sl Check Saverity

@ Ensure the default security group of evary VPC restricts all traffic. High

M Pass  52% 147

. ©  Ensure no security groups allow ingress from 0.0.0.0/0 or /0 to SSH port 22,
+42 findings from last scan

 Fail 48% 137 © Check if EC2 instances are managed by Systems Manager.
+12 findings from last scan

— b y © Ensure IAM instance roles are used for AWS resource access from instances
High Low
T 33
©  Check for EC2 Instances with Public IP.
Attack Surface © Ensure no Network ACLs allow ingress from 0.0.0.0/0 to any port.

n 5 0 0 O  Ensure no Network ACLs allow ingress from 0.0.0.0/0 to S$5H port 22

Internet Exposed Exposed Secrets IAM Policies Leading to EC2 with Metadata Service © Ensure no Network ACLS allow ingress from 0.0.0.0/0 to Microsoft RDP port 3.
Resources Privilege Escalation V1 (IMDSv1) Enabled

© Security Groups created by EC2 Launch Wizard.

Findings Over Time ’ :
© Check if EBS snapshots exists,

300

250 / ©  Ensure there are no EBS Volumes unencrypted.

200
© Check if EC2 instances have detailed monitoring enabled. Low
150
112012

100 & - - - - -

Urgent Findings - Immediate Action Needed

( )

Severity

© Ensure the default security group of every VPC restricts all traffic. High

© Ensure no security groups allow ingress from 0.0.0.0/0 or ::/0 to SSH port 22. m
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Findings by Region

1. @5 gy-west-1 45 1 5 32 7
Falls Critical High Medium Low

2. WS ys-east-1 i 0 2 =4 5
Fails Critical High Medium Low

L 12 0 0 10 a

aws - -
[ ] - .“ 5 Usseastd Fails Critical High Medium Low
L) o i L 12 0 0 9 3
o 4. WS ys-west-2

. ~ ® Fails Critical High Medium Low

L ] 5. @Ws gy-south-2 "_] 0 0 8 2
® Fails Critical High Medium Low

p 2 0 0 1 1

6. WS gn-. .
e ' pzSouthenst: Fails Critical High Medium Low
Failed Findings by Account (Top 10) Failed Findings by Service (Top10)

: legs-demo 147 1 Fi 106 33 . aws 18 1] 0 o 18
880837126756 Fails. Critical High Medium Low ! accessenalyzer Fails Critical High Medium Low
2. 5 gc2 17 0 2 14 1

Fails Critical High Medium Low

3. @S cloudwatch I8 0 0 L 0

Fails Critical High Medium Low

4. WS elgudtrail 15 ° o 10 5

Fails Critical High Medium Low

5. % config 13 0 0 13 0

Fails Critical High Medium Low

& a5 1am 12 1 4 7 0

Fails Critical High Medium Low

Top Region Security Failures
4 )
Region with most Issues
45 1 5 32 7
1. WS eu-west-1
Fails Critical High Medium Low
No 1. Service Issue
18 0 0 0 18
1. @S accessanalyzer
Fails Critical High Medium Low
Account with most Issues
logs-demo 147 1 7 106 33
890837126756 Fails Critical High Medium Low
. J




Findings by Services

IAM Access
Analyzer
& 18 Failed Findings

AWS Account

& 1Failed Findings

Amazon Athena

@ Mo Failed Findings

gy

AWS Lambda

@ No Failed Findings

L=

AWS Backup

& 1 Failed Findings

AWS
CloudFormation
& 4 Failed Findings

AWS CloudTrail

4 15 Failed Findings

Amazon
CloudWatch
& 15 Failed Findings

AWS Config

& 13 Failed Findings

AWS Data
Replication Service
& 5 Failed Findings

Amazon EC2

& 17 Failed Findings

Amazon EMR

@ No Failed Findings

&
o

AWS Glue

4 10 Failed Findings

Amazon GuardDuty

A 5 Failed Findings

AWS IAM

& 12 Failed Findings

Amazon Inspector

& 4 Failed Findings

Amazon Macie

A 4 Failed Findings

AWS Network
Firewall

& 1 Failed Findings

AWS Organizations

@ No Failed Findings

AWS Resource
Groups

A 1 Failed Findings

Amazon S3

A\ 7 Failed Findings

AWS Security Hub

A 3 Failed Findings

AWS Trusted
Advisor
& 1 Failed Findings

S
Amazon VPC

& 9 Failed Findings

Amazon SNS

@ No Failed Findings

AWS Systems
Manager Incident
Manager
& 1 Failed Findings

Top Service Security Failures

IAM Access
Analyzer

& 18 Failed Findings

¥
Amazon EC2

& 17 Failed Findings

AWS CloudTrail

& 15 Failed Findings

Amazon
CloudWatch

& 15 Failed Findings




Findings by Severity

Severity T Status Region

. . logs-demo
' C I - -
Ensure MFA is enabled for the root account FAIL eu-west-1 iam (890837126756)
» Ensure IAM AWS-Managed policies that allow full **:*" administrative privileges are not attached m FAIL eu-west-1 iam logs-demo
g : P g (890837126756)
A " I ~d
¥ Ensure the default security group of every VPC restricts all traffic. m FAIL us-east-1 ec? [:g;os;:l;a?se}
> Ensure no security groups allow ingress from 0.0.0.0/0 or ::/0 to SSH port 22 m FAIL us-east-1 ec2 Iogs=demo
Yy group Lt} ki =, po o (890837126756)
) logs-demo
. on fock. EEE e e
Check §3 Account Level Public Access Bloc eu-west-1 s3 (890837126756)
¥ Ensure |AM Roles do not have AdministratorAccess policy attached m FAIL eu-west-1 iam ::ZQQSJS;;TI‘;G?SG}
> Ensure |IAM Service Roles prevents against a cross-service confused deputy attack m FAIL eu-west-1 iam 0= SETne
P g puty (890837126756)
» Ensure IAM Roles do not have AdministratorAccess policy attached m FAILL eu-west-1 iam skt
¥ (890837126756)
o Rhoats logs-demo
: : - -
Ensure DRS is enabled with jobs m FAIL us-east-2 drs (890837126756)
logs-demo
B Ensure AWS Config is enabled in all regions. m FAIL sa-east-1 confi
igi i gi 2 (890837126756)
. o logs-demo
¥ Ensure DRS is enabled with jobs. m FAIL eu-south-2 drs
i (890837126756)
Critical Failures
7

Check Sewverity T Status Region

Ensure MFA is enabled for the root account m FAIL eu-west-1 iam




Compliance
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AWS Account Security Onboarding

Your Rating: 24 B3 Passing Requirements

28% (no change from last scan)

AWS Well Architected Framework Reliability
Pillar

Your Rating: 17 3 Passing Requirements

l

33% (no change from last scan)

CIS15
‘Your Rating: 33/ 83 Passing Requirements
- 1
52% (no change from last scan)
CISA
Your Rating: 7 /16 Passing Requiraments.

1

A3% (no change from last scan)

FedRamp Moderate Revision 4

Your Rating: 14 [ 84 Passing Requirements

1

21% (no change from last scan)

aws

aws

AWS Audit Manager Control Tower
Guardrails

Your Rating: B /14 Passing Requirements

1

64% (no change from last scan)

AWS Well Architected Framework Security
Pillar

Your Rating: 21/ 57 Passing Requiremants

|

36% (ne change from last sean)

Cis2.0

Your Rating:
o 1

33/ 84 Passing Requirements

51% (ne change from last scan)

ENS RD2022 Categoria ALTA

Your Rating: 77 /189 Passing Requirements

I

A40% (no change from last scan)

FFIEC

Your Rating: 10/ 44 Passing Requirements

1

22% (o change from last scan)

aws

L~

k\ClS.

AWS Foundational Security Best Practices

Your Rating: 19 { 37 Passing Requirements
51% (no change from last scan)

Cis1.4

Your Rating: 28 | 58 Passing Requirements

!

A48% (no ehange from last scan)

Cis3.0

“Your Rating: 33/ 82 Passing Regquirements

1

53% (no change from last scan)

FedRAMP Low Revision 4

Your Rating:
[

22% (no change from last scan)

4 |18 Passing Requirements

GDPR
Your Rating:

)

0% ino change from last scan)

0/ 3 Passing Requirements

Highest Compliance Score

aws

~ Guardrails

Your Rating:

AWS Audit Manager Control Tower

9 / 14 Passing Requirements

T

64% (no change from last scan)

Lowest Compliance Score

!

GDPR

Your Rating:

0/ 3 Passing Requirements

0% (no change from last scan)
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Recommendations

Strengthen IAM Access Controls

Implement the principle of least privilege by regularly reviewing IAM policies to ensure
users and roles have only the permissions necessary for their tasks.

Enable multi-factor authentication (MFA) for all IAM users, especially those with
administrative privileges.

Use AWS IAM Access Analyzer to identify unused permissions, overly permissive policies,
or external access to resources.

Enhance AWS CloudTrail Configuration

Ensure CloudTrail is enabled for all AWS regions and configured to log all API activities,
including read and write events.

Enable log file integrity validation to detect unauthorized changes to CloudTrail logs.
Store CloudTrail logs in a secure, centralized $3 bucket with restricted access and
lifecycle policies to manage retention.

Optimize AWS CloudWatch

Configure CloudWatch Logs to capture and analyze logs from CloudTrail, VPC Flow Logs,
and other critical services for real-time monitoring.

Set up CloudWatch Alarms to alert on suspicious activities, such as unauthorized API
calls or changes to critical resources.

Integrate CloudWatch with AWS Security Hub for centralized visibility into security alerts
and compliance status.

General Security Best Practices

Conduct regular security assessments using tools like AWS Trusted Advisor and AWS
Config to identify misconfigurations and compliance issues.

Encrypt sensitive data at rest and in transit using AWS Key Management Service (KMS)
and enforce SSL/TLS for all communications.

Implement automated remediation for common issues using AWS Systems Manager or
Lambda functions triggered by CloudWatch Events.



